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 Single Source Certification 
 

DATE:   
 
Authority is requested to make the following purchase under the provision of USF System Regulation USF4.02040(2)(b) ,
as a non-competitive purchase available from only one source. 
 
ITEM(S):   
   
PRICE: $            FUND #:        

VENDOR ID:         REQUISITION#:

VENDOR NAME:      PURCHASE ORDER #:          

FEDERAL GRANT: __ Y __   N 

Describe the equipment, commodity or contractual service and how it is to be used.  Provide 
the justification for the single source (note price cannot be used for justification).  Attach 
additional pages if necessary. 

 
 
 
 
 
 
 
 
 
 

_____________________________        ________________________________
Purchasing Agent            Date        Approved by:           Date 

Authority: USF4.02040 (2)(b) 

PUBLIC POSTING 
START DATE END DATE

        

10/18/2017

Model City/Simulated Cyber Range, Educational Services and Training, and Secure Sandbox technology

Approximately $300,000 over three years 100009

TBD TBD
Merit Network, Inc. TBD

10/18/2017 10/20/2017

✔

10/18/2017

See Attached
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The Florida Center for Cybersecurity is seeking to obtain a comprehensive set of solutions from a vendor including 

the following:  Model City/Simulated Cyber Range, Educational Services and Training, and Secure Sandbox 

technology to ensure a robust user experience that delivers continuity across systems and ease-of-use. 

Merit Network, Inc. is a non-profit corporation, governed by Michigan’s four-year publicly supported universities, 
that operates a statewide research and education network, and provides network services and other cyber-related 
products and services (such as the Michigan Cyber Range) to its users.  
 
Merit offers a “Cyber Range Hub”. This hub would provide all of the following services: 

 Alphaville, created by the Michigan Cyber Range, is a virtual training environment specifically designed to 

test cyber security skills. Alphaville consists of information systems and networks that are found in a typical 

information ecosystem. Each location has different operating systems, different security priorities, and 

different challenges for participants to encounter and overcome. Each instance of Alphaville is a virtual data 

center that encapsulates the over 110 virtual machines that make up the various information systems 

within the town. Users access Alphaville through the Cyber Range’s private cloud of sites. Each site resides 

in a high capacity network operated by Merit Network. With its 100 GB backbone and local 10 GB service 

for the Range’s physical sites, users enjoy a seamless experience accessing and engaging with the Range. 

The Alphaville concept is that users anywhere in the world can access the Range and its services through 

their own computers with low bandwidth, and low latency. Access to Alphaville is available through a web 

browser and a VMWare View plugin or through a Virtual Desktop Interface client.  

 

 There are several unique aspects of Alphaville that are not found elsewhere: 

 

o Merit, based upon their relationship with the Department of Defense and National Guard Bureau, 

is uniquely positioned to streamline and expedite authorizations to conduct international military 

cyber exercises in accordance with Office of the Secretary of Defense and U.S. Cyber Command J5 

pursuant Department of Defense Instruction 5111.20. Merit only utilizes State of Michigan funds 

and makes no representation of involving U.S. Cyber Command in the relationship. Merit has 

successfully sought the aforementioned approvals for the previous three years and have a record 

of providing the trying without delay or interruption.  This capability is prudent for the Florida 

Center for Cybersecurity as we seek to fulfill our legislatively stated goal (Florida Statute 1004.444 

(2)(d)) of seeking “partnerships with major military installations to assist, when possible, in 

homeland cybersecurity defense initiatives”. 

o The only virtual SCADA simulation, embedded within a broad, diverse, heterogeneous information 

eco-system. This training opportunity allows participants the ability to see how individual 

information systems interact with each other. 

o Alphaville is more than a collection of networks. It also presents the opportunity for participants to 

see how information systems in a community are truly interconnected. As participants navigate 

through the heterogeneous networks, they find that information discovered at one location can be 

used to gain access or elevate privileges at another site. 

o From an attacker's point of view, Alphaville allows them to infiltrate systems, pivot between 

organizations, and use techniques that other, less robust, environments cannot provide. 

o Alphaville is not a monolithic environment, like other cyber training "cities" are. Multiple instances 

of Alphaville can exist and, at the client's option, can be tied together or can be kept isolated from 

each other. 

o Experience working with higher education partners to facilitate National Guard exercises with 

foreign partners to conduct international military cyber exercises in accordance with all regulations.  
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 Educational Training and Services providing cyber security related-training to include Capture-The-Flag 

exercises, Table-Top Exercises, training programs, both virtual and in-person, with the option for Merit to 

provide instructors on-site. The services would utilize Alphaville among other resources to provide the 

training and education. The Michigan Cyber Range features a cybersecurity education experience based 

upon the National Institute of Standards and Technology National Initiative for Cybersecurity Education 

(NICE). The NICE framework organizes and presents the skills and work requirements that America’s 

cybersecurity workforce requires to support the National Preparedness Goals of detecting, mitigating, and 

defeating malicious actors and cyber-based threats. The framework engages all levels of the workforce, 

presenting essential concepts, techniques, and practices based on an individual’s function within the 

organization. 

 

 Secure Sandbox provides you with a flexible, secure environment that can be used for cybersecurity 

education, training exercises, and software testing. Located in a virtual cloud, the Secure Sandbox simulates 

a real-world networked environment with virtual machines that act as web servers, mail servers, and other 

types of machines. You can add preconfigured virtual machines or build your own virtual machines. Access 

to the Sandbox is provided through a web browser or VMware’s View client from any location. 

 

 The Florida Center for Cybersecurity will be able to utilize the services provided by Merit and serve as the 

exclusive facilitator for Merit services in the State of Florida. This will provide a unique opportunity to meet 

our legislative goal (Florida Statute 1004.444 (2)(c)) of serving “as a cooperative facilitator for state business 

and higher education communities to share cybersecurity knowledge, resources, and training.” The 

relationship would allow for the Center to generate revenue to support the services that FC2 provides 

throughout the State. 
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1004.444 Florida Center for Cybersecurity.— 

(1) The Florida Center for Cybersecurity is established within the University of South Florida. 

(2) The goals of the center are to: 

(a) Position Florida as the national leader in cybersecurity and its related workforce through education, 

research, and community engagement. 

(b) Assist in the creation of jobs in the state’s cybersecurity industry and enhance the existing cybersecurity 

workforce. 

(c) Act as a cooperative facilitator for state business and higher education communities to share 

cybersecurity knowledge, resources, and training. 

(d) Seek out partnerships with major military installations to assist, when possible, in homeland cybersecurity 

defense initiatives. 

(e) Attract cybersecurity companies to the state with an emphasis on defense, finance, health care, 

transportation, and utility sectors. 
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