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Flash Report • April 2026 

April Showers Bring May Flowers – Small Fraud Drips 
Bring Major Losses 

Even the smallest questionable activity can “sprout” into significant financial, reputational, and 
compliance risks for a university.  Fraud rarely starts with a dramatic event.  Instead, it often begins with 
small drips, subtle, easy-to-miss indicators embedded in daily academic and administrative work.  Just 
like early spring showers, these minor red flags are warning signs of something much bigger on the horizon.  
Catching the drips protects the entire university.  By stopping these subtle indicators, we are safeguarding 
research funding, student information, departmental budgets, university reputation, and much more.  
These are some of the small fraud “drips” to watch for:

Tiny, Unexplained Charges: Fraudsters 
often test university Procurement Cards 
(PCards) with $1–$3 transactions before 
attempting larger unauthorized purchases. 

Frequency of Small Transactions: Multiple 
low‑dollar transactions may indicate 
account probing or attempts to evade 
detection thresholds. 

Subtle Irregularities in Travel or 
Reimbursement Claims: Duplicate receipts, 
slight mileage discrepancies, or rounding 
patterns may indicate broader compliance 
issues or misuse. 

Unusual Login Activity: Unexpected foreign 
logins, access at odd hours, or repeated 
failed login attempts can signal 
compromised credentials. 

Minor Vendor Change Requests: Small 
updates to banking details or mailing 
addresses can be the first step in a vendor 
payment redirection scheme. 

Suspicious Emails Posing as Faculty or 
Leadership: Requests for gift cards, login 
credentials, or urgent action are common 
signs of phishing or impersonation 
attempts.

Early reporting keeps these “spring showers” from turning into a downpour.  What can faculty and staff do 
right now: 

Verify vendor changes through official channels using established, trusted contacts. 
Review small card charges before approval. 
Be cautious with urgent or unusual email requests. 
Protect student and research information by using secure systems. 
Report suspicious activity immediately. 

A few extra minutes of vigilance today can prevent significant financial or compliance impacts 
tomorrow. 

Where can I find more information? 

USF Regulation 5.001: Fraud Prevention and Financial Detection 

USF Office of Internal Audit website: https://www.usf.edu/audit/ 

How can I report potential fraud or abuse? 

Notify your supervisor 
Contact the USF Office of Internal Audit at (813) 974-2705 
Report activities anonymously through the EthicsPoint hotline at (866) 974-8411 

https://usf.app.box.com/v/usfregulation5001
https://www.usf.edu/audit/
https://secure.ethicspoint.com/domain/media/en/gui/14773/index.html?locationid=-1



