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Helpful Intent, Hidden Risk

Fraud involves intentional deception, but many control breakdowns do not start that way.
Most begin as well-meaning workarounds when people are trying to be helpful. Colleagues
step in to keep work moving, support a teammate, or meet a deadline during a busy period.
That collaborative spirit is a strength, and USF depends on it. The risk arises when helping
takes the form of bypassing standard processes or internal controls. Even small exceptions
can reduce safeguards that protect employees and the university, and can unintentionally
lead to errors, policy violations, or increased exposure to fraud or misuse. June can be a
particularly vulnerable time. As the fiscal year ends, workloads increase, colleagues may be
out on leave, and transitions occur. Shortcuts may feel necessary or harmless, but even
well-intended workarounds can have significant consequences.

Common Helpful Actions That Can Increase Risk

The following examples are often seen during high-pressure periods or staffing gaps. They
may be intended to support a colleague, but they can remove important safeguards
designed to protect everyone:

e Sharing login credentials.

e Allowing another person to use your PCard or submit transactions on your behalf.

e Modifying documentation to “fix” a vendor invoice so it can be paid more quickly.

e Approving purchases, reimbursements, or timesheets without review or without

confirming the transaction is valid.
e Completing or submitting documents outside of your authorized role.

Why Safeguards Matter

Controls such as separation of duties, appropriate approvals, and clear documentation are
not obstacles; they are protections. When exceptions or workarounds become routine,
accountability can become unclear, and the chance of mistakes or misuse increases, even
when no harm is intended.

A Simple Pause Before You Step In

Before stepping in, pause and consider whether the action is authorized, compliant with
university policy, defensible if later reviewed, and whether a compliant alternative exists. If
the answer is unclear, pause and seek guidance.
Where can | find more information?
USF Regulation 5.001: Fraud Prevention and Detection
USF Office of Internal Audit website: https://www.usf.edu/audit/
How can | report potential fraud or abuse?

Notify your supervisor
Contact the USF Office of Internal Audit at (813) 974-2705
Report activities anonymously through the EthicsPoint hotline at (866) 974-8411



https://usf.app.box.com/v/usfregulation5001
https://www.usf.edu/audit/
https://secure.ethicspoint.com/domain/media/en/gui/14773/index.html?locationid=-1



