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QR Codes: Convenience or Cyber Trap?

QR codes are everywhere on campus, event flyers, dining menus, parking meters, and even
classroom doors. But as their popularity grows, so do the risks. Fraudsters are exploiting QR
codes to steal data, install malware, and trick users into revealing sensitive information.

Scenario: An employee spots a poster for a popular local restaurant advertising “Free
Appetizer with USF ID—Scan Here!” The QR code promises a discount, but what the
employee doesn’t notice is that the original code has been covered by a sticker with a different
QR code. When scanned, this malicious code installs malware on the employee’s phone,
compromising personal data and university credentials.

> Why Are QR Codes a Target?
e Easyto Replace: Fraudsters can quickly swap legitimate codes with malicious ones.
e Trust by Default: People rarely verify the source of a QR code before scanning.
e Instant Access: Scanning can trigger downloads, open phishing sites, or prompt
credential entry.

> How to Protect Yourself:

e Check Before You Scan: Look for signs of tampering, stickers, misaligned codes, or
damaged posters. If a web address is visible, it is safer to access the site directly
rather than scanning the code.

e Verify the Source: Only scan QR codes from verified university departments or official
sources.

e Use Built-In Security: Many phone cameras now warn about suspicious links; pay
attention to these alerts. Before proceeding, ensure the link matches the expected
source and appears trustworthy.

e Report Suspicious Codes: If you see a QR code that looks out of place or has been
altered, notify campus security or Information Technologies (IT).

Where can | find more information?

» USF Regulation 5.001: Fraud Prevention and Financial Detection
» USF Office of Internal Audit website: https://www.usf.edu/audit/

How can | report potential fraud or abuse?

» Notify your supervisor
» Contact the USF Office of Internal Audit at (813) 974-2705
> Report activities anonymously through the EthicsPoint hotline at (866) 974-8411



https://usf.app.box.com/v/usfregulation5001
https://www.usf.edu/audit/
https://secure.ethicspoint.com/domain/media/en/gui/14773/index.html?locationid=-1



