
 

 

 

 

 

 

 

 

 

 

 

Flash  Report • September 2025 

The Rise of Deepfake Fraud 
Artificial Intelligence (AI)-powered scams are more convincing than ever.  In 2025, global 
fraud attempts increased 21% and deepfakes accounted for 1 in 20 identity verification 
failures.  With just a few publicly available recordings, fraudsters can clone voices, forge IDs, 
and manipulate victims using synthetic media.  Human detection accuracy is only 24.5%, so 
even trained eyes and ears are struggling to spot the fakes. 

Scenario: It started with a text.  A department coordinator received a message from their 
director.  The tone was urgent.  “I’m in a meeting and can’t talk.  I need you to purchase 
$1,500 in gift cards for an event.  Send the codes on the gift cards to this number ASAP.” 

The coordinator hesitated, but the text message was sent from the director’s number, and the 
voicemail that followed sounded authentic, so they complied with the request.  By the time 
the real director returned from lunch, the damage had already been done. 

The voice?  A deepfake.  The message?  AI-generated.  The scammer had cloned the director’s 
voice from public recordings and used a spoofed number to seal the deception.  AI-driven 
fraud exploits our instincts with familiar voices, known names, and urgent requests.  It’s not 
just phishing anymore.  It's psychological manipulation powered by machine learning.

Deepfakes are here 

If a request feels off, even from 
someone you trust, verify it through a 
second channel.  A familiar voice isn’t 
enough anymore. 

USF Gift Card Policy 

May only be purchased via PCard and 
solely for study participant payments. 

Public content can be weaponized 

Webinars, voicemail greetings, and 
even social media posts can be used 
to clone voices and create convincing 
impersonations. 

Training Matters 

Awareness is our best defense against 
evolving threats. 

Where can I find more information? 

USF Regulation 5.001: Fraud Prevention and Financial Detection 

USF Office of Internal Audit website: https://www.usf.edu/audit/ 

How can I report potential fraud or abuse? 

Notify your supervisor 

Contact the USF Office of Internal Audit at (813) 974-2705 

Report activities anonymously through the EthicsPoint hotline at (866) 974-8411 

https://usf.app.box.com/v/usfregulation5001
https://www.usf.edu/audit/
https://secure.ethicspoint.com/domain/media/en/gui/14773/index.html?locationid=-1



