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Abstract. Ransomware has become one of the most popular types of cyber-
crime due to the relatively low risk of obtaining a significant financial reward. 
Many organizations and governments choose to pay to get their data back, typi-
cally using cryptocurrency, which motivates even further individual offenders 
and criminal organizations. As a result, a new form of crime has emerged – ran-
somware as a service (RaaS). We examine this new phenomenon from a design 
science research (DSR) perspective and propose a taxonomy of RaaS labor di-
vision. Our goal is to identify and classify the roles of the different actors in-
volved in the process of commoditizing ransomware. The current study adds 
knowledge to this new and still relatively unexplored domain. Our findings can 
be valuable to law enforcement officers to better differentiate the levels of in-
volvement in a RaaS scheme and prosecute the individuals accordingly.  
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1 Introduction 

Cybercrime has been on the rise in the past few decades, and it is estimated that by 
2025, it will cost the world $10.5 trillion annually [1]. Ransomware is one of the most 
lucrative crimes – between 2019 and 2020, ransomware attacks rose by 62 percent 
worldwide, and by 158 percent in North America alone [2]. An even more alarming 
trend is the fact that ransomware has now become a commodity and it is frequently 
being offered on the black market as Ransomware as a Service (RaaS). Just like Soft-
ware as a Service (SaaS) products, RaaS gives relatively cheap and easy access to 
various types of malicious programs for a much smaller fee than the cost of creating it 
on your own – as little as $175 [3]. The growing impact of ransomware and its rela-
tively easy access motivate us to further study the problem from an academic perspec-
tive by analyzing its complexity and multifaceted nature. 

We posit that the first step in combatting RaaS is to provide a better understanding 
of the various actors involved in the process and to define the complicated nature of 
their relationships. The research question guiding this study is: “How can we classify 
knowledge on the various Ransomware as a Service specializations?” We answer it 
by identifying and describing the different roles individuals have within the RaaS 
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environment. We take a design science approach (DSR) [4] to create our taxonomy, 
as it gives us useful guidance on the development, refinement, and evaluation of our 
artifact. Our findings can be used by law enforcement officers to better differentiate 
the levels of involvement in a RaaS scheme and prosecute the individuals according-
ly.  

2 Background 

Ransomware is a malware category that exploits security vulnerabilities to hijack files 
and render data inaccessible. The perpetrators of such attacks demand ransoms be 
paid for users to regain access to these resources. This lucrative venue has been fur-
ther expanded by RaaS, which is a franchise model that lets people without program-
ming skills to become active attackers and engage in the ransomware economy. This 
approach allows ordinary people and smaller players an easier way into the criminal 
world while reducing the risk of exposure for the ones on top of the value chain. Var-
ious online services such as darknet marketplaces, social media, and messaging plat-
forms have contributed to the rapid growth of RaaS. While previous studies have 
established success factors for ransomware [5] and the need for more public aware-
ness about this crime [6], still very little is known about its commoditization. New 
advances in blockchain and distributed ledger technologies make it even easier for 
criminals to create and share ransomware.  

Early instances of ransomware attacks were primarily conducted by individuals, or 
small groups, of hackers who focused primarily on the development and delivery of 
exploit tools [7]. With the rise of RaaS, we are witnessing the emergence of new or-
ganizational forms that greatly reduce the innate limitations of simple organizational 
structures. We posit that, although decentralized, the RaaS environment is actually a 
well-oiled machine, and we leverage organizational theory to explain its functions.  

Although organizational theory was initially used to explain organized crime such 
as the mafia, loan sharks, or other criminal syndicates [8], we argue it is also relevant 
to organized cybercrime, as it is an extension of physical space. We utilize this theory 
to build the foundations of our taxonomy and to identify the key roles of RaaS mem-
bers. This theory has already been operationalized to explain organized cyber-
racketeering [9] and we are extending it to RaaS as well, because it addresses similar 
issues such as power dynamics, value added, communication, and even marketing 
approaches used by the criminals to advertise their services and activities. These stud-
ies support our argument to apply theory of organized crime to identify the various 
relationships between the actors involved in a RaaS enterprise. Our artifact, a RaaS 
labor division taxonomy, is built upon the idea of conceptualizing these interactions 
and examining them from a theoretical perspective. 

3 Taxonomy Development 

We take a DSR approach to develop the proposed RaaS taxonomy. We follow the 
four cycles (rigor, relevance, design, and change and impact) [10] to explain the mul-
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tiple stages and iterations of our work. First, to demonstrate the rigor of the current 
work and to frame the context, we utilize theory of organized crime. Second, we of-
fered information on the recent RaaS trends affecting society to show the relevance of 
our artifact. Third, we use this knowledge to design our taxonomy. Finally, we 
demonstrate its value and potential impact to organizations and governments. 

We designed the RaaS taxonomy as an evolving distributed network that seeks an 
optimal division of labor that produces the specializations we aim to classify. Special-
izations lead to achieving higher levels of production for any given set of resources 
and inputs, including RaaS. Therefore, understanding what the emerging RaaS spe-
cializations are will motivate new research into understanding new organizational 
dynamics that produce new, and more intensified cyber threats against organizations 
and governments. 

Based on our literature review, relevant case studies, and publicly available infor-
mation, we constructed the Taxonomy of RaaS Labor Division (Fig. 1). We devel-
oped this taxonomy via Saldaña’s [11] two-cycle inductive coding process. First, all 
identified sources were coded for mentions of specific roles or specializations. Sec-
ond, the diverse initial set of codes were clustered into categories of specialization. 
Our preliminary results show that the while a typical ransomware attack involves a 
single perpetrator or group, in a RaaS scheme, the role is subdivided into seven nar-
row specializations. Following is a discussion of each role. 

 
Fig. 1. Taxonomy of RaaS Labor Division 
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Creators: Creators are the authors of the various software tools and technologies 
that are used within RaaS. These include creators of exploit software and creators of 
software that unintendedly support such crime. An instance of this latter category 
includes software such as data cloning tools, pen-testing tools, encryption tools, and 
blockchain interface software. 

Operators: Operators act as integrators that assemble various tools and create in-
terfaces through which they enlist and interact with affiliates. Simpler forms of such 
interfaces include encrypted email and message boards, but more advanced forms 
include web portals through which affiliates can coordinate an attack directly. 

Affiliates: Affiliates identify the target victim and initiate an attack. Affiliates uti-
lize the interface provided by an operator and use specific details/knowledge of a 
victim. The specialized information affiliates obtain increase the chances of a success-
ful attack. 

Moles: The odds of success of a ransomware attack increase by incorporating spe-
cific knowledge and direct access to a victim system. Moles can collaborate with an 
affiliate or interface with an operator directly. Moles provide detailed information to 
assist attacks and often directly insert an exploit into victims’ networks. Often, they 
could be disgruntled employees who bear a grudge against their employers.  

Contact Centers: Contract centers serve two main functions. First, they provide 
support for ransomware victims to assist them in paying the ransom. Secondly, sup-
pose a victim is not sufficiently motivated to pay a ransom to regain access to the 
encrypted data (i.e., they had backups or other copies of the data that they can use to 
recover from), in such cases, contact centers contact the victim to escalate by threat-
ening the victim with releasing some of their data to the public. The contact centers 
generally use scripts provided by an operator. 

‘Bulletproof’ Hosting Providers: With a separation between those that identify and 
initiate attacks from those that operate the RaaS service, a means of coordination 
using web-based interfaces is necessary. These sites are hosted by what is becoming 
known as ‘bulletproof’ hosting providers [12]. 

Currency Exchange(s): Victims of RaaS pay the ransom using various forms of 
cryptocurrency. Though RaaS perpetrators may ‘spend’ such proceeds directly via 
cryptocurrency, they must also exchange much of this into a local currency.  

4 Discussion and Implications 

Increased sophistication by cybercrime organizations is indicated by substantial func-
tional specialization and division of labor [13]. Increased division of labor motivates 
increased specialization and efficiency [14], the broader distribution of responsibility 
and legal liability [15], new organizational forms and structures [10], and the in-
creased capacity for RaaS groups to conduct larger and more sophisticated attacks 
[16]. Understanding the emerging state of such labor divisions and specialization will 
assist researchers and law enforcement focus on specific behaviors exhibited by spe-
cialized roles. Such understanding will help law enforcement develop preemptive 



5 

strategies and interventions that make such collaborations more complex, less effi-
cient, and lacking in any obfuscation of legal liability. 

The purpose of the current study was to classify knowledge on RaaS. We devel-
oped a taxonomy to explain the division of labor in a typical RaaS structure and add 
knowledge to this relatively new domain. The common underlying distinction be-
tween past ransomware and the emerging RaaS is that producers of the ransomware 
tools are now distanced from those using these tools to target and deploy them. We 
identify this emerging new organizational form as exhibiting an increased division of 
labor. Much like the evolution from craftsman-like work structures to specialized 
subdivision of labor that was the foundation of the industrial age, such dividing of 
labor greatly increases the productive capacity of these new RaaS organizational 
forms. The rise of such new organizational forms represents a significant new threat. 

The taxonomy introduced in this paper can assist researchers by focusing on the 
specific behaviors, motivations, skill acquisition process, and means of coordination 
each role employs. Moreover, cybersecurity professionals can utilize this taxonomy to 
improve surveillance and monitoring processes and to communicate with other law 
enforcement agencies using a common understanding of the labor divisions that are 
emerging within such threats. 

5 Limitations and Future Work 

Our proposed taxonomy is among the first attempts to conceptualize the complex 
nature of RaaS and define the various roles and relationships between RaaS actors. 
Since most of the activities are illegal and taking place in communication channels 
hidden from the public, it is inherently difficult to obtain primary data. However, our 
next steps will focus on refining the taxonomy and evaluating it through qualitative 
data collection encompassing semi-structured interviews with security professionals 
and law enforcement officers. Following DSR best practices, we will use triangulation 
and will validate the taxonomy further by using it to explain recent RaaS attacks 
where sufficient information was made available to the public. As this is still research 
in progress, we have not yet assessed the impact or change DSR stage, which will be 
our next goal once we refine the taxonomy and measure its utility.  

6 Conclusion 

Through increased specialization, RaaS is being delivered via a conglomeration of 
very specific and specialized participants. Our taxonomy defines the main functions 
that participants have, but not all configurations/organizations will achieve this level 
of segmentation, as often actors take on multiple roles. However, as organizational 
structures mature, we can expect such labor divisions to be more common. Our tax-
onomy introduces the emerging organizational structure and specializations that can 
be instantiated in any specific RaaS deployment. This is the first step in exploring a 
complex new phenomenon and the knowledge we provide can be beneficial to law 
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enforcement to better differentiate the level of involvement of the various RaaS ac-
tors. 
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