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Lightweight cryptography plays a vital role in securing various resource-constrained embedded systems, including deeply-
embedded systems, implantable and wearable medical devices, smart homes, RFID tags, sensor networks, and privacy-
constrained usage models. However, the security of these systems can be compromised by fault analysis attacks, a type of
active side-channel attack where an intelligent adversary injects bit/byte faults to retrieve the secret key. This dissertation
aims to address this challenge by proposing effective methods to prevent fault analysis attacks through the implementation of
different error detection strategies in the hardware applications of state-of-the-art lightweight cryptosystems. The study
includes comprehensive case studies on prominent lightweight cryptographic ciphers such as QARMA, Welch-Gong ciphers
WAGE and WG-29, and ASCON, the winner of the NIST standardization process for lightweight cryptography. The
proposed error detection schemes are designed to be architecture-oblivious and cost-effective for the hardware constructions
of these ciphers. The schemes are evaluated on a field-programmable gate array (FPGA) hardware platform to assess their
error coverage and performance impact. The outcomes of this dissertation contribute to the development of more reliable
lightweight cryptography, which is resilient against implementation attacks.
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