
 
 
 
 
 

 
 

Board of Trustees Audit & Compliance Committee 
 

Monday, August 27, 2018 
1:30 – 2:30pm 

Tampa Campus – Alumni Center, Traditions Hall 
 

Trustees: Nancy Watkins, Chair; Oscar Horton, Byron Shinn 
 
 

A G E N D A 

 
 

I. Call to Order and Comments                                                              Chair Nancy Watkins 
 

II. Public Comments Subject to USF Procedure Chair Watkins 
 

III. New Business – Action Items 
 

a. Approval of May 22, 2018 Meeting Notes Chair Watkins 
 

b. Approval of Revised Audit & Compliance  Executive Director, Virginia Kalil 
Committee Charter 
 

IV. New Business – Information Items 
 

a. USF System Audit Annual Report 2017/18 Executive Director, Virginia Kalil 
 

b. USF System Audit External Quality Assurance Review Virginia Kalil 
 

V. Adjournment                                                                                      Chair Watkins 
 

 

 

 

Next Scheduled Meeting:  October 29, 2018 
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DRAFT  

 
 

 
USF Board of Trustees 

Audit & Compliance Committee  
NOTES 

Tuesday, May 22, 2018 
Tampa Campus – Marshall Student Center Room# 3707 

 
 

I. Call to Order and Comments                                                              
 

The meeting of the Audit & Compliance Committee was called to order by Chair Nancy Watkins at 
12:45pm.   
 
Committee members present:  Nancy Watkins, Oscar Horton and Byron Shinn.  A quorum was 
established.  Trustees Stephanie Goforth, Deanna Michael, Les Muma, and Charles Tokarz were 
also present.   

 
II. Public Comments Subject to USF Procedure  

 
No requests for public comments were received. 

 
III. New Business – Action Items 

 
a. Approval of February 13, 2018 Meeting Notes 

 
Upon request and receiving no changes to the draft meeting notes, Chair Watkins requested a 
motion for approval, it was seconded and the February 13th meeting notes were unanimously 
approved as written. 
 

b. University Audit Work Plan – FY 2019 and 2020 
 

Virginia Kalil, Executive Director, USF System Audit, presented the Audit Work Plan for FY 
2019 and FY 2020.  The BOT is being asked to approve the work plan per Audit’s charter 
and IIA Performance Standards.  For the third time, a two-year plan has been prepared to 
allow for more flexibility and increased efficiency in managing time and resources.  The plan 
covers common processes and systems where testing procedures are performed for all three 
institutions, as well as audits specific to each institution.  The Board is being asked to 
consider whether the work plan is aligned with the USF System’s strategic plans, objectives, 
and enterprise risk; and whether this plan optimizes the use of Audit resources and the value 
added by the audit activity in the following areas: results of operations, programs, or projects 
including accomplishment of objectives and effective use of resources; reliability and 
integrity of financial and operating information; compliance with policies, laws, regulations, 
and ethical standards; the means to safeguard assets, loss prevention, and fraud detection; and 
process improvement. 
 
Four key components went into the development of this plan:  1) enterprise risk assessment; 
2) risk assessment by Audit, including fraud and IT risks; 3) survey of senior management; 
and 4) 10-year audit mapping (rolling coverage to be sure to get good coverage across the 
enterprise).  Audit services in the plan cover several areas:  core processes; academic areas; 
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governance; research; and information technology.  There are 127 auditable units; with a goal 
of each unit being audited at least once every five years balancing risks and resources.  In 
addition to audit services, the plan also allows time for consulting services and investigations.  
Due to resource constraints in FY 2018 (three vacancies), three audits have been deferred 
from the prior plan - Access Controls/Entitlement Reviews-Internal Transfers; Delegation of 
Authority/MOUs/Contract Approval (was started in FY 2018, hours will cross over); and 
Cloud Computing & Security (changed from Oracle to Cloud based on risk).  Audit is now 
back to full staff. 
 
A motion was made to approve the Audit Work Plan and allocation of available staff hours.   
The motion was seconded and approved by all Committee members present. 
 

IV. New Business – Information Items 
 

a. State of Florida Federal Awards Audit (formerly A-133) 
 
Fell Stubbs, University Treasurer, presented the results of the Florida Federal Awards Audit 
(formerly known as A-133).  The University and DSOs received 16 audits from independent 
external auditors for the fiscal year ended June 30, 2017.  On February 13, 2018, the Board of 
Trustees Audit & Compliance Committee reviewed the 15 audits that had been received to 
date.  The final audit, State of Florida Federal Awards Audit for fiscal year 2017, was issued 
in March 2018.  There were no findings for USF in the State of Florida Federal Awards Audit 
for fiscal year 2017.  This concludes the annual report on audit findings for FY 2016-17.  Mr. 
Stubbs reviewed the summary of audits, noting that all previous findings have been addressed 
as reported in February. 
 

V. Adjournment                                                                                       

Having no further business, Chair Watkins adjourned the Audit & Compliance Committee 
meeting at 1:00pm. 
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Agenda Item:  III b 
 
 

USF Board of Trustees 
September 4, 2018 

 
 
Issue:  Approval of Audit & Compliance Committee (ACC) Charter Revisions 
________________________________________________________________ 
 
Proposed action:   Approve amendment of the ACC charter. 
________________________________________________________________ 
 
Executive Summary:  
 
In accordance with the Institute of Internal Auditors’ International Standards for 
the Professional Practice of Internal Auditing (IIA Standards) and Board of 
Governors’ (BOG) regulation 4.002 (6)(e), the USF System Audit internal auditing 
activity underwent an external quality assurance review (QAR).  This review was 
conducted as a Self-assessment with Independent Validation.  Based on the 
review, it was determined the audit activity “generally conforms” to the IIA 
Standards and Code of Ethics.  “Generally conforms” is the highest level of 
achievement and means the relevant structures, policies, and procedures comply 
with the standards and Code of Ethics in all material respects.  While no 
conformance gaps were identified, three recommendations were made for 
continued improvement towards best practices. 
 
As a result, the ACC charter was reviewed and the attached tracked changes are 
recommended in order to:   
 

• implement QAR best practices recommendations; 
• better align with BOG regulations; and 
• create a clear mechanism for future charter amendments. 

 
Financial Impact:  N/A 
________________________________________________________________ 
 
Strategic Goal(s) Item Supports:  Goal 4:  Sound financial management to establish a strong 
and sustainable economic base in support of USF’s continued academic advancement. 
BOT Committee Review Date:  Audit & Compliance - 08/27/2018 
Supporting Documentation Online (please circle):   Yes                     No  

Revised ACC Charter (blackline format) 
Revised ACC Charter (clean format) 

USF System or Institution specific:  USF System 
Prepared by:  Virginia Kalil, Executive Director, USF System Audit 
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USF Board of Trustees Audit And Compliance Committee Charter 
 

USF BOT-Audit and Compliance Committee Charter-Draft 082718                                                               1 

I. Purpose 
 
The Audit and Compliance Committee (“Committee”) is established in accordance with 
the Florida Board of Governors Regulation 4.002(2) and 4.003(3).  The Committee is 
appointed by the University of South Florida Board of Trustees (“Board”) Chair to assist 
the Board in its oversight responsibilities.  This charter identifies the purpose, authority, 
and responsibilities of the Committee.  The Committee plays a key role in fulfilling the 
Board’s governance responsibilities throughout the University of South Florida System 
(“USF System”) including its direct support organizations (“DSOs”). 
 
 
II. Membership and Composition 
 
The Committee consists of at least three members of the Board.  The Chair of the 
Board is responsible for appointing the chair of the Committee as well as the additional 
members of the Committee.  Members serve on the Committee until the Board Chair’s 
term ends or their departure from the Board, resignation, or replacement by the Chair of 
the Board. 
 
The Committee should consist of at least one member with professional experience and 
expertise in the following areas:  finance, accounting, financial reporting, auditing, risk 
management, or compliance.  Other Committee members should have professional 
experience and expertise in at least one of the following fields:  post-secondary 
education, non-profit administration, law, banking, finance, accounting, financial 
reporting, auditing, risk management, compliance, or information technology. 
 
 
III. Meetings 
 
The Committee meets as needed to fulfill its governance responsibilities.  Any meeting 
of the Committee may be conducted through a telephone conference call or by any 
other technological means.  A majority of the members of the Committee constitutes a 
quorum for the transaction of business. 
 
Committee meetings shall be open and noticed to the public in accordance with Article I, 
Section 24 of the Florida Constitution and the requirements of Chapter 286, Florida 
Statutes. 
 
The Committee may ask members of management or other individuals to provide 
pertinent information as necessary.  In addition, the Committee may request special 
reports from USF System or DSO management on topics that may enhance its 
understanding of its activities and operations. 
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 Audit and Compliance Committee Charter 

USF BOT-Audit and Compliance Committee Charter-Draft 082718                                                               2 

Meeting agendas are prepared jointly by the Committee Chair, the Chief Audit 
Executive, and the Chief Compliance Officer.  Meeting agendas and appropriate briefing 
materials are provided in advance to Committee members, and written minutes of the 
meetings are prepared.  All records of the meetings are public records subject to 
Chapter 119 and Chapter 268, Florida Statutes, including any provisions for exemption. 
 
In addition to scheduled meetings of the full Committee, the Committee Chair meets 
with the Chief Audit Executive and the Chief Compliance Officer as needed. 
 
 
IV. Authority and Governance 
 
The Committee serves an important role in ensuring that processes are in place to meet 
USF System’s responsibility for financial and operational accountability, integrity, and 
efficiency, in compliance with applicable laws, regulations, rules, policies, and 
procedures. 
 
The Committee has full and unrestricted access to all USF System functions, including 
its DSOs and practice plans, activities, records, property, information systems, and 
personnel, including those records or activities exempt from the Public Records laws, 
needed to fulfill its responsibilities.  The Committee members are responsible for 
ensuring confidential records obtained in the course of its activities are adequately 
secured and are not disclosed without established authority. 
 
The Board authorizes the Committee to study or investigate any matter within the scope 
of responsibilities outlined in this charter.  The Committee will inform the Board of such 
activities and results. 
 
 
V. Responsibilities 
 
With regard to each topic listed below, the Committee is responsible for the following: 
 

A. Internal Controls 
 

Consider the economy, efficiency, and effectiveness of the financial and 
operational internal control systems, including information technology, by 
requesting and reviewing information from the Chief Audit Executive and external 
auditors about significant risks within the USF System and DSOs. 
 
Assess the adequacy of management’s actions to identify, assess, and mitigate 
identified risks with strong control activities, information and communication, and 
monitoring processes. 
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B. Data Integrity 
 
Review the adequacy of USF System’s information technology management 
methodology with regards to internal controls, including applications, systems, and 
infrastructure. 
 
Review the adequacy of the USF System’s data management policies and 
procedures to ensure data security and data integrity in institutional reporting. 

 
 

C. Financial Statements 
 
Review the external auditors’ review of internal control over financial reporting, and 
obtain reports on significant findings and recommendations, together with 
management’s responses. 
 
Review any disclosure of:  1) significant deficiencies and material weaknesses in 
the design or operation of internal control over financial reporting which are 
reasonably likely to adversely affect USF System’s ability to record, process, 
summarize, and report financial data; and 2) any fraud, whether material or not, 
that involves management or other employees who have a significant role in USF 
System’s internal controls. 
 
 
D. External Audit 
 
Related to audits or other engagements performed by external auditors, including 
the State of Florida Auditor General, review with the external auditors and/or the 
Chief Audit Executive: 
 
• Results of the engagement, which may include audited financial statements, 

an opinion letter, or other reports issued by the external auditors; 
• Any material adjustments to the financial statements; 
• Significant findings or recommendations; and 
• Management letters issued by the external auditors, together with responses 

for addressing issues noted. 
 
Perform annual reviews of DSOs’ audit and financial reports in accordance with . 
[BOT Policy 07-001, 4.]. 

 
Review and contract with external auditors for special audits or reviews related to 
USF System’s affairs and report the results of any such special projects to the 
Board. 
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E. Internal Audit 
 
Review the independence, qualifications, activities, performance, resources, and 
structure of the USF System Audit function and ensure no unjustified restrictions or 
limitations are made.  Discuss with the Chief Audit Executive any difficulties 
encountered in the course of performing audits, including restrictions on the scope 
of work and access to required information. 
 
Review and approve the proposed USF System Audit Work Plan and any 
subsequent changes for the upcoming fiscal year or the multi-year plan and ensure 
that it addresses key areas of risk based on risk assessment procedures 
performed by USF System Audit in consultation with management and the 
Committee. 
 
Obtain and review USF System Audit reports, including those concerning fraud 
investigations. 
 
Review the status of USF System Audit recommendations.  Ensure that significant 
findings and recommendations made by USF System Audit auditors and 
management’s proposed responses are received, discussed, and appropriately 
dispositioned. 
 
Review and approve the USF System Audit Annual Report.  Review USF System 
Audit’s performance relative to the work plan and the impact of any resource 
limitations. 
 
Consult with the President, through the Committee Chair, on the hiring, dismissal, 
and compensation of the Chief Audit Executive in accordance with USF System 
Policy 0-100, IV.B.2.(d). 
 
Review the Audit Charter at least every three (3) years. 
 
Review the results of the quality assurance and improvement program including 
the external assessment performed every five (5) years. 

 
 

F. Compliance & Ethics Program 
 

Review the independence, qualifications, activities, resources, and structure of the 
USF System Compliance & Ethics Program function and ensure no unjustified 
restrictions or limitations are made. 
 
Review and approve the USF System Compliance & Ethics Program Plan and any 
subsequent changes.  
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Review the effectiveness of the USF System Compliance & Ethics Program in 
preventing or detecting noncompliance, unethical behavior, and criminal 
misconduct and ensure that it has appropriate standing and visibility across the 
USF System. 
 
Ensure that significant findings and recommendations made by the Chief 
Compliance Officer are received, discussed, and appropriately dispositioned. 
 
Ensure that procedures for reporting misconduct and criminal violations are well 
publicized and administered and include a mechanism that allows for anonymity or 
confidentiality, whereby members of the USF System community may report or 
seek guidance without the fear of retaliation. 
 
Review the effectiveness of the USF System for monitoring compliance with laws 
and regulations and management’s investigation and follow-up (including 
disciplinary action) of any wrongful acts or non-compliance. 
 
Obtain regular updates from the Chief Compliance Officer regarding Compliance & 
Ethics matters that may cause significant financial, legal, reputational, or 
operational impact to the USF System or its DSOs. 
 
Consult with the President, through the Committee Chair, on the hiring, dismissal, 
and compensation of the Chief Compliance Officer in accordance with USF 
System Policy 0-100, IV.B.2.(d). 
 
Govern the office of the Chief Compliance Officer under the Compliance & Ethics 
Program Charter approved by the board of trustees and reviewed at least every 
three (3) years for consistency with applicable Board of Governors and USF 
System regulations, professional standards, and best practices. 

 
Review the results of the external review of the USF System Compliance & Ethics 
Program’s design and effectiveness and any recommendations for improvement 
every five (5) years. 

 
G. Reporting Responsibilities 

 
Regularly update the Board about the Committee’s activities and make appropriate 
recommendations. 

 
Ensure the Board is aware of matters that may have a significant financial, legal, 
reputational, or operational impact to the USF System or its DSOs. 
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H. Evaluating Performance 
 

Evaluate the Committee’s own performance, both of individual members and 
collectively, on a periodic basis and communicate the results of this evaluation to 
the Board. 

 
  

Board of Trustees Audit & Compliance Committee - New Business - Action Items

10



 Audit and Compliance Committee Charter 

USF BOT-Audit and Compliance Committee Charter-Draft 082718                                                               7 

VI. Charter Amendment, Review, and Approval 
 
The charter for the USF System Board of Trustees Audit and Compliance Committee 
may be altered, amended, or repealed by a majority vote of the Board members in 
attendance at any regular meeting, when notice of the proposed amendment or repeal 
is provided in the meeting notice.  This charter shall be reviewed at least every three (3) 
years for consistency with applicable Board of Governors and USF System regulations, 
professional standards, and best practices.  A copy of the approved charter and any 
subsequent changes shall be provided to the Board of Governors. 
 

 
 
___________________________________  Approved on: _______________ 
Brian D. Lamb, Chair, Board of Trustees 
 
 
 
___________________________________  Approved on: _______________ 
Nancy H. Watkins, Chair of the Board of Trustees 
Audit & Compliance Committee 
 
 
 
___________________________________  Approved on: _______________ 
Judy L. Genshaft, USF System President 
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USF Board of Trustees Audit And Compliance Committee Charter 
 

USF BOT-Audit and Compliance Committee Charter-Draft 082718                                                               1 

I. Purpose 
 
The Audit and Compliance Committee (“Committee”) is established in accordance with 
the Florida Board of Governors Regulation 4.002(2) and 4.003(3).  The Committee is 
appointed by the University of South Florida Board of Trustees (“Board”) Chair to assist 
the Board in its oversight responsibilities.  This charter identifies the purpose, authority, 
and responsibilities of the Committee.  The Committee plays a key role in fulfilling the 
Board’s governance responsibilities throughout the University of South Florida System 
(“USF System”) including its direct support organizations (“DSOs”). 
 
 
II. Membership and Composition 
 
The Committee consists of at least three members of the Board.  The Chair of the 
Board is responsible for appointing the chair of the Committee as well as the additional 
members of the Committee.  Members serve on the Committee until the Board Chair’s 
term ends or their departure from the Board, resignation, or replacement by the Chair of 
the Board. 
 
The Committee should consist of at least one member with professional experience and 
expertise in the following areas:  finance, accounting, financial reporting, auditing, risk 
management, or compliance.  Other Committee members should have professional 
experience and expertise in at least one of the following fields:  post-secondary 
education, non-profit administration, law, banking, finance, accounting, financial 
reporting, auditing, risk management, compliance, or information technology. 
 
 
III. Meetings 
 
The Committee meets as needed to fulfill its governance responsibilities.  Any meeting 
of the Committee may be conducted through a telephone conference call or by any 
other technological means.  A majority of the members of the Committee constitutes a 
quorum for the transaction of business. 
 
Committee meetings shall be open and noticed to the public in accordance with Article I, 
Section 24 of the Florida Constitution and the requirements of Chapter 286, Florida 
Statutes. 
 
The Committee may ask members of management or other individuals to provide 
pertinent information as necessary.  In addition, the Committee may request special 
reports from USF System or DSO management on topics that may enhance its 
understanding of its activities and operations. 
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Meeting agendas are prepared jointly by the Committee Chair, the Chief Audit 
Executive, and the Chief Compliance Officer.  Meeting agendas and appropriate briefing 
materials are provided in advance to Committee members, and written minutes of the 
meetings are prepared.  All records of the meetings are public records subject to 
Chapter 119 and Chapter 268, Florida Statutes, including any provisions for exemption. 
 
In addition to scheduled meetings of the full Committee, the Committee Chair meets 
with the Chief Audit Executive and the Chief Compliance Officer as needed. 
 
 
IV. Authority and Governance 
 
The Committee serves an important role in ensuring that processes are in place to meet 
USF System’s responsibility for financial and operational accountability, integrity, and 
efficiency, in compliance with applicable laws, regulations, rules, policies, and 
procedures. 
 
The Committee has full and unrestricted access to all USF System functions, including 
its DSOs and practice plans, activities, records, property, information systems, and 
personnel, including those records or activities exempt from the Public Records laws, 
needed to fulfill its responsibilities.  The Committee members are responsible for 
ensuring confidential records obtained in the course of its activities are adequately 
secured and are not disclosed without established authority. 
 
The Board authorizes the Committee to study or investigate any matter within the scope 
of responsibilities outlined in this charter.  The Committee will inform the Board of such 
activities and results. 
 
 
V. Responsibilities 
 
With regard to each topic listed below, the Committee is responsible for the following: 
 

A. Internal Controls 
 

Consider the economy, efficiency, and effectiveness of the financial and 
operational internal control systems, including information technology, by 
requesting and reviewing information from the Chief Audit Executive and external 
auditors about significant risks within the USF System and DSOs. 
 
Assess the adequacy of management’s actions to identify, assess, and mitigate 
identified risks with strong control activities, information and communication, and 
monitoring processes. 
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B. Data Integrity 
 
Review the adequacy of USF System’s information technology management 
methodology with regards to internal controls, including applications, systems, and 
infrastructure. 
 
Review the adequacy of the USF System’s data management policies and 
procedures to ensure data security and data integrity in institutional reporting. 

 
 

C. Financial Statements 
 
Review the external auditors’ review of internal control over financial reporting, and 
obtain reports on significant findings and recommendations, together with 
management’s responses. 
 
Review any disclosure of:  1) significant deficiencies and material weaknesses in 
the design or operation of internal control over financial reporting which are 
reasonably likely to adversely affect USF System’s ability to record, process, 
summarize, and report financial data; and 2) any fraud, whether material or not, 
that involves management or other employees who have a significant role in USF 
System’s internal controls. 
 
 
D. External Audit 
 
Related to audits or other engagements performed by external auditors, including 
the State of Florida Auditor General, review with the external auditors and/or the 
Chief Audit Executive: 
 
• Results of the engagement, which may include audited financial statements, 

an opinion letter, or other reports issued by the external auditors; 
• Any material adjustments to the financial statements; 
• Significant findings or recommendations; and 
• Management letters issued by the external auditors, together with responses 

for addressing issues noted. 
 
Perform annual reviews of DSOs’ audit and financial reports in accordance with 
BOT Policy 07-001, 4. 

 
Review and contract with external auditors for special audits or reviews related to 
USF System’s affairs and report the results of any such special projects to the 
Board. 
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E. Internal Audit 
 
Review the independence, qualifications, activities, performance, resources, and 
structure of the USF System Audit function and ensure no unjustified restrictions or 
limitations are made.  Discuss with the Chief Audit Executive any difficulties 
encountered in the course of performing audits, including restrictions on the scope 
of work and access to required information. 
 
Review and approve the proposed USF System Audit Work Plan and any 
subsequent changes for the upcoming fiscal year or the multi-year plan and ensure 
that it addresses key areas of risk based on risk assessment procedures 
performed by USF System Audit in consultation with management and the 
Committee. 
 
Obtain and review USF System Audit reports, including those concerning fraud 
investigations. 
 
Review the status of USF System Audit recommendations.  Ensure that significant 
findings and recommendations made by USF System Audit auditors and 
management’s proposed responses are received, discussed, and appropriately 
dispositioned. 
 
Review the USF System Audit Annual Report.  Review USF System Audit’s 
performance relative to the work plan and the impact of any resource limitations. 
 
Consult with the President, through the Committee Chair, on the hiring, dismissal, 
and compensation of the Chief Audit Executive in accordance with USF System 
Policy 0-100, IV.B.2.(d). 
 
Review the Audit Charter at least every three (3) years. 
 
Review the results of the quality assurance and improvement program including 
the external assessment performed every five (5) years. 

 
 

F. Compliance & Ethics Program 
 

Review the independence, qualifications, activities, resources, and structure of the 
USF System Compliance & Ethics Program function and ensure no unjustified 
restrictions or limitations are made. 
 
Review and approve the USF System Compliance & Ethics Program Plan and any 
subsequent changes.  
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Review the effectiveness of the USF System Compliance & Ethics Program in 
preventing or detecting noncompliance, unethical behavior, and criminal 
misconduct and ensure that it has appropriate standing and visibility across the 
USF System. 
 
Ensure that significant findings and recommendations made by the Chief 
Compliance Officer are received, discussed, and appropriately dispositioned. 
 
Ensure that procedures for reporting misconduct and criminal violations are well 
publicized and administered and include a mechanism that allows for anonymity or 
confidentiality, whereby members of the USF System community may report or 
seek guidance without the fear of retaliation. 
 
Review the effectiveness of the USF System for monitoring compliance with laws 
and regulations and management’s investigation and follow-up (including 
disciplinary action) of any wrongful acts or non-compliance. 
 
Obtain regular updates from the Chief Compliance Officer regarding Compliance & 
Ethics matters that may cause significant financial, legal, reputational, or 
operational impact to the USF System or its DSOs. 
 
Consult with the President, through the Committee Chair, on the hiring, dismissal, 
and compensation of the Chief Compliance Officer in accordance with USF 
System Policy 0-100, IV.B.2.(d). 
 
Govern the office of the Chief Compliance Officer under the Compliance & Ethics 
Program Charter approved by the board of trustees and reviewed at least every 
three (3) years for consistency with applicable Board of Governors and USF 
System regulations, professional standards, and best practices. 

 
Review the results of the external review of the USF System Compliance & Ethics 
Program’s design and effectiveness and any recommendations for improvement 
every five (5) years. 

 
G. Reporting Responsibilities 

 
Regularly update the Board about the Committee’s activities and make appropriate 
recommendations. 

 
Ensure the Board is aware of matters that may have a significant financial, legal, 
reputational, or operational impact to the USF System or its DSOs. 
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H. Evaluating Performance 
 

Evaluate the Committee’s own performance, both of individual members and 
collectively, on a periodic basis and communicate the results of this evaluation to 
the Board. 

 
 
VI. Charter Amendment, Review, and Approval 
 
The charter for the USF System Board of Trustees Audit and Compliance Committee 
may be altered, amended, or repealed by a majority vote of the Board members in 
attendance at any regular meeting, when notice of the proposed amendment or repeal 
is provided in the meeting notice.  This charter shall be reviewed at least every three (3) 
years for consistency with applicable Board of Governors and USF System regulations, 
professional standards, and best practices.  A copy of the approved charter and any 
subsequent changes shall be provided to the Board of Governors. 
 

 
 
___________________________________  Approved on: _______________ 
Brian D. Lamb, Chair, Board of Trustees 
 
 
 
___________________________________  Approved on: _______________ 
Nancy H. Watkins, Chair of the Board of Trustees 
Audit & Compliance Committee 
 
 
 
___________________________________  Approved on: _______________ 
Judy L. Genshaft, USF System President 
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Agenda Item:  IV a 
 
 

USF Board of Trustees 
Audit & Compliance Committee 

August 27, 2018 
 
 
Issue:  USF System Audit Annual Report for 2017-18 
________________________________________________________________ 
 
Proposed action:   Informational 
________________________________________________________________ 
 
Executive Summary:  
 
The USF System Audit (Audit) Work Plan for FY 2016-17 and FY 2017-18 was 
approved by the Audit & Compliance Committe on August 25, 2016.  This Annual 
Report describes the internal audit, consulting, and investigative activities and 
allocation of resources as compared to year two of the Work Plan.   
 
In FY 2017-18, the audit team completed 10 audits, including three IT projects, 
three consulting projects, and 16 investigations.  Project summaries will be 
included in the finalized Annual Report.  Also, semi-annual reports were 
produced summarizing the status of management’s implementation of Audit’s 
recommendations.  
 
 
 
 
 
 
 
 
 
 
 
 
Financial Impact:  N/A 
________________________________________________________________ 
 
Strategic Goal(s) Item Supports:  Goal 4:  Sound financial management to establish a strong 
and sustainable economic base in support of USF’s continued academic advancement. 
BOT Committee Review Date:  Audit & Compliance - 08/27/2018 
Supporting Documentation Online (please circle):   Yes                     No  

2017-18 Annual Report Overview 
USF System or Institution specific:  USF System 
Prepared by:  Virginia Kalil, Executive Director, USF System Audit 
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USF System Audit
Annual Report 

FY 2017-18

Audit and Compliance Committee
August 27, 2018
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Organizational Chart

2
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Direct Services Highlights

3

• 10 audits, including 3 IT projects
• 3 consulting projects
• 16 investigations

Audits/Reviews
73%

Consulting 
Services

14%

Investigations
9%

Follow-Up
4%
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Audits – Core Processes & Academic Affairs

• University Treasurer’s Office
• Exempt/Non-exempt Employee Classification
• Visiting Scholar Visa Processing
• Performance-Based Funding Data Integrity
• USF College of The Arts Business Operations

4
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Audits – Governance, Research & IT

• Research Expenditures
• USF Health Office of Clinical Research
• Student Information System (Banner) Access Controls
• USF Health IT - EPIC System (Phase II)
• USF Health IT - EPIC System (Phase III)

5
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Recommendations

6

• Categories:
oAssignment of Responsibility
oAuthorization: Adequacy & Timeliness
oCompliance with Federal Laws
o Effective & Efficient Operations
o IT: Confidentiality, Integrity, & Availability of Data
oReporting: Accuracy, Completeness, & Timeliness
o Safeguarding of Assets
o Separation of Duties
o Training & Guidance: Accuracy, Completeness, & Timeliness

• 55% implementation rate of audit recommendations, 16% decrease over 
last year
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Closing Remarks
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Agenda Item:  IV b 
 
 

USF Board of Trustees 
Audit & Compliance Committee 

August 27, 2018 
 
 
Issue:  USF System Audit External Quality Assurance Review 
________________________________________________________________ 
 
Proposed action:   Informational 
________________________________________________________________ 
 
Executive Summary:  
 
In accordance with the Institute of Internal Auditors’ International Standards for 
the Professional Practice of Internal Auditing (IIA Standards) and Board of 
Governors’ (BOG) regulation 4.002 (6)(e), the USF System Audit internal auditing 
activity underwent an external quality assurance review (QAR).  This review was 
conducted as a Self-assessment with Independent Validation.  Based on the 
review, it was determined the audit activity “generally conforms” to the IIA 
Standards and Code of Ethics.  “Generally conforms” is the highest level of 
achievement and means the relevant structures, policies, and procedures comply 
with the standards and Code of Ethics in all material respects.  While no 
conformance gaps were identified, three recommendations were made for 
continued improvement towards best practices. 
 
 
 
 
 
 
 
 
 
Financial Impact:  N/A 
________________________________________________________________ 
 
Strategic Goal(s) Item Supports:  Goal 4:  Sound financial management to establish a strong 
and sustainable economic base in support of USF’s continued academic advancement. 
BOT Committee Review Date:  Audit & Compliance - 08/27/2018 
Supporting Documentation Online (please circle):   Yes                     No  

2018 QAR Overview 
2018 QAR Report 

USF System or Institution specific:  USF System 
Prepared by:  Virginia Kalil, Executive Director, USF System Audit 
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USF System Audit
External Quality

Assurance Review
2018

Audit and Compliance Committee
August 27, 2018
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External Quality Assurance Overview

• Professional and Board of Governors’ 5-year Requirement 
• Evaluation of Conformance with the Institute of Internal 

Auditors’ (IIA’s) Standards & Code of Ethics
• Self-assessment with Independent Validation
• The IIA’s Quality Assessment Manual for the Internal Audit 

Activity (2017) Methodology

2
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Successful Audit Practices

• Well-respected, high-performing team is valued and 
supported by management and the Board of Trustees.

• Team’s education, experience, and professional 
credentials are commendable.

• Policies and procedures are robust with regular quality 
assurance points and a focus on technology.

• Activity is focused on institutional risks, including 
information technology and fraud risks.

3
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Conformance Gaps

4

Year Opinion Gaps
Opportunities for 

Improvement

2008 Generally Conforms 3 6

2013 Generally Conforms 1 3

2018 Generally Conforms 0 3
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Opportunities for Improvement

5

1. Revise the Audit & Compliance Committee (ACC) Charter to 
include the ACC’s role and responsibilities regarding the 
appointment, removal, and remuneration of the Chief Audit 
Executive.

2. Communicate results of the Quality Assurance Improvement 
Plan (QAIP) more formally to the ACC at least annually.

3. Consolidate strategic planning and QAIP efforts more formally 
into an internal audit strategic plan.
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Closing Remarks

Audit and Compliance Committee
August 27, 2018
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USF SYSTEM AUDIT 
3702 Spectrum Blvd. Suite 180 • Tampa, FL 33612-9444 

(813) 974-2705 • FAX (813) 974-3735 

 
 
MEMORANDUM 
 
TO: 
 

President Judy Genshaft 
USF Board of Trustees Audit and Compliance Committee 
 

FROM: Virginia Kalil, CIA, CISA, CFE, CRISC 
Executive Director/Chief Internal Auditor 
 

DATE: June 29, 2018 
 

SUBJECT: 18-026 USF System Audit Self-Assessment with Independent Validation 
 

 
USF System Audit (Audit) conducted a self-assessment of its internal audit services as required by the 
Institute of Internal Auditing’s International Standards for the Professional Practice of Internal Auditing (IIA 
Standards) and the Board of Governors’ (BOG) regulation 4.002 (6)(e).  The principal objectives of the 
assessment was to evaluate Audit’s conformance with the IIA Standards and Code of Ethics in place 
and effective as of January, 2017.  Audit’s self-assessment was concluded on May 11, 2018, and 
provides senior management and the board with information about Audit as of that date. 
 
Audit also evaluated its effectiveness in carrying out its mission, as set forth in Audit’s charter and 
expressed by USF management and the Board of Trustees (BOT).  The results of Audit’s self-
assessment were validated by a two-member external assessment team.  The assessment team also 
reviewed Audit’s observations related to successful internal audit practices and opportunities for 
continuous improvement.  The form and frequency of the external assessment, and the independence 
and qualifications of the assessment team, was discussed with the BOT Audit and Compliance 
Committee (ACC).  A description of the methodology used to complete this assessment is described on 
page 2 of this report. 
 
Based on the review, Audit generally conforms to the IIA Standards and the Code of Ethics.  
“Generally conforms” means that the relevant structures, policies, and procedures comply with the 
individual standards and Code of Ethics in all material respects.  See Appendix A for additional details. 
 
In addition, three recommendations were made based upon the IIA Practice Guides and other best 
practice guidance for continuous improvement in the efficiency and effectiveness of the internal audit 
program at USF (see Appendix B). 
 
Please contact us at 974-2705 if you have any questions. 
 
cc:   John Long, Chief Operating Officer and Sr. Vice President, Business and Finance  

Board of Trustees Audit & Compliance Committee - New Business - Information Items
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SCOPE AND METHODOLOGY 

Audit compiled and prepared information consistent with the methodology established in the IIA’s 
Quality Assessment Manual for the Internal Audit Activity (2017).  This information included completed and 
detailed planning guides, together with all supporting documentation; and an evaluation summary, 
documenting all conclusions and observations. 

To accomplish the objectives, the external assessment team reviewed information prepared by Audit and 
the conclusions reached in this report.  The external assessment team also conducted interviews with 
selected key stakeholders, including the ACC Chair, senior executives, and Audit management; reviewed 
a sample of audit projects and associated work papers and reports; reviewed confidential survey data 
received from key stakeholders and staff; and prepared diagnostic tools consistent with the methodology 
established in the IIA’s Quality Assessment Manual for the Internal Audit Activity (2017). 

The external assessors also prepared an “Independent Validation Statement” to document conclusions 
related to the validation of Audit’s self-assessment.  This statement is included as Attachment A to this 
report. 

SUMMARY OF OBSERVATIONS 

Audit believes that the environment in which we operate is well-structured and progressive, where the 
Standards are understood, the Code of Ethics are being applied, and management endeavors to provide 
useful audit tools and implement appropriate practices.  Consequently, our comments and 
recommendations are intended to build on this foundation. 

Successful Audit Practices – areas where Audit is operating in a particularly effective or efficient manner when 
compared to the practice of internal auditing demonstrated by internal audit activities in other organizations. 

Audit receives a high level of support from USF senior management and the BOT ACC.  The Audit 
program is well-respected and is viewed as a high-performing team.  The recent establishment of a 
dedicated audit committee and the revision of the Audit Charter has helped to ensure audit-related 
matters receive board attention, and more closely align the reporting of the Chief Audit Executive 
(CAE) and audit function with IIA best practices. 

Although audit has experienced significant turnover in the last two years, the audit team has maintained 
a wide range of knowledge and experience, including higher education experience.  The team’s level of 
education, knowledge, and professional certification is commendable.  The management team takes 
great care in the development of staff including supporting team members’ educational and 
professional development, as well as skill enhancement needs. 

Audit’s ability to respond promptly to management needs, despite limited staffing resources, 
demonstrates an effective and efficient use of audit resources and strong project management skills. 

Audit has built a strong infrastructure over audit processes, with robust policies and procedures with 
regular quality assurance points.  Audit embraces the use of technology and has embedded the IIA 
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Standards within their internal audit management software (TeamMate) templates to ensure 
compliance. 
 
The Audit team remains focused on institutional risks, including information technology and fraud 
risks, from the development of the two-year work plan through to the development of individual 
project plans.  This helps to ensure Audit remains focused on projects supporting the strategic goals of 
USF. 
 
Gaps to Conformance – areas where Audit falls short of achieving one or more major objectives and attains an 
opinion of “partially conforms” or “does not conform” with the Standards or Code of Ethics. 
 
No gaps identified. 
 
Opportunities for Improvement – areas to enhance the efficiency or effectiveness of Audit’s infrastructure of 
processes.  These items do not indicate a lack conformance with the Standards or Code of Ethics. 
 
The following three recommendations were made which will help ensure: 
 

• Organizational independence is strengthen by formalizing the ACC’s role in key human 
resource actions related to the CAE;  

• On-going quality improvement efforts are better documented and the results of these efforts 
are more formally communicated to the ACC; and 

• Strategic planning efforts are consolidated demonstrating alignment with the organization’s 
strategy. 
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APPENDIX A 
EVALUATION SUMMARY AND RATING DEFINITIONS 

 
 GC PC DNC 

Overall Evaluation X   

Attribute Standards (1000 through 1300) 

 

GC PC DNC 

1000 Purpose, Authority, and Responsibility X   

1010 Recognizing Mandatory Guidance in the Internal Audit Charter X   

1100 Independence and Objectivity X   

1110 Organizational Independence X   

1111 Direct Interaction with the Board X   

1112 Chief Audit Executive Roles Beyond Internal Auditing X   

1120 Individual Objectivity X   

1130 Impairment to Independence or Objectivity X   

1200 Proficiency and Due Professional Care X   

1210 Proficiency X   

1220 Due Professional Care X   

1230 Continuing Professional Development X   

1300 Quality Assurance and Improvement Program X   

1310 Requirements of the Quality Assurance and Improvement 
Program 

X   

1311 Internal Assessments X   

1312 External Assessments X   

1320 Reporting on the Quality Assurance and Improvement Program X   

1321 Use of “Conforms with the International Standards for the Professional 
Practice of Internal Auditing” 

X   

1322 Disclosure of Nonconformance X   
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Performance Standards (2000 through 2600) GC PC DNC 

2000 Managing the Internal Audit Activity X   

2010 Planning X   

2020 Communication and Approval X   

2030 Resource Management X   

2040 Policies and Procedures X   

2050 Coordination and Reliance X   

2060 Reporting to Senior Management and the Board X   

2070 External Service Provider and Organizational Responsibility for 
Internal Auditing 

X   

2100 Nature of Work X   

2110 Governance X   

2120 Risk Management X   

2130 Control X   

2200 Engagement Planning X   

2201 Planning Considerations X   

2210 Engagement Objectives X   

2220 Engagement Scope X   

2230 Engagement Resource Allocation X   

2240 Engagement Work Program X   

2300 Performing the Engagement X   

2310 Identifying Information X   

2320 Analysis and Evaluation X   

2330 Documenting Information X   

2340 Engagement Supervision X   

2400 Communicating Results X   
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Performance Standards (2000 through 2600) GC PC DNC 

2410 Criteria for Communicating X   

2420 Quality of Communications X   

2421 Errors and Omissions X   

2430 Use of “Conducted in Conformance with the International Standards 
for the Professional Practice of Internal Auditing” 

X   

2431 Engagement Disclosure of Nonconformance X   

2440 Disseminating Results X   

2450 Overall Opinions X   

2500 Monitoring Progress X   

2600 Communicating the Acceptance of Risks X   

Code of Ethics GC PC DNC 

 Code of Ethics X   

 
GC – “Generally Conforms” means that the assessor or the assessment team has concluded that the relevant 
structures, policies, and procedures of the activity, as well as the processes by which they are applied, comply 
with the requirements of the individual standard or elements of the Code of Ethics in all material respects.  For 
the sections and major categories, this means that there is general conformity to a majority of the individual 
standard or element of the Code of Ethics and at least partial conformity to the others within the 
section/category.  There may be significant opportunities for improvement, but these should not represent 
situations where the activity has not implemented the Standards or the Code of Ethics and has not applied them 
effectively or has not achieved their stated objectives.  As indicated above, general conformance does not require 
complete or perfect conformance, the ideal situation, or successful practice, etc. 

PC – “Partially Conforms” means that the assessor or assessment team has concluded that the activity is 
making good-faith efforts to comply with the requirements of the individual standard or elements of the Code of 
Ethics, or a section or major category, but falls short of achieving some major objectives.  These will usually 
represent significant opportunities for improvement in effectively applying the Standards or the Code of Ethics 
and/or achieving their objectives.  Some deficiencies may be beyond the control of the internal audit activity and 
may result in recommendations to senior management or the board of the organization. 

DNC – “Does Not Conform” means that the assessor or assessment team has concluded that the internal audit 
activity is not aware of, is not making good-faith efforts to comply with, or is failing to achieve many or all of the 
objectives of the individual standard or element of the Code of Ethics, or a section or major category.  These 
deficiencies will usually have a significantly negative impact on the internal audit activity’s effectiveness and its 
potential to add value to the organization.  These may also represent significant opportunities for improvement, 
including actions by senior management or the board. 
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APPENDIX B 
 

 EFFICIENCY AND EFFECTIVENESS 
1. The Audit and Compliance Committee’s (ACC’s) involvement in human resource 

decisions related to the Chief Audit Executive (CAE) was not defined in the charter. 
 

 In Spring 2017, the ACC was involved in hiring the CAE and was aware of the CAE’s 
remuneration level.  The ACC charter; however, does not include the role and responsibility of 
the ACC in decisions regarding the appointment, removal, and remuneration of the CAE. 
 
IIA Standard 1110 - Organizational Independence states, “the chief audit executive must report 
to a level within the organization that allows the internal audit activity to fulfill its 
responsibilities…  Organizational independence is effectively achieved when the CAE reports 
functionally to the board.  Examples of functional reporting to the board involve the board: 
 
 Approving the internal audit charter. 
 Approving the risk-based internal audit plan. 
 Approving the internal audit budget and resource plan. 
 Receiving communications from the chief audit executive on the internal audit activity’s 

performance relative to its plan and other matters. 
o Approving decisions regarding the appointment and removal of the chief audit executive. 
o Approving the remuneration of the chief audit executive. 
 Making appropriate inquiries of management and the chief audit executive to determine 

whether there are inappropriate scope or resource limitations.” 
 
While functional reporting of the internal audit activity to the ACC has been formally defined, 
organizational independence is further strengthen by formalizing the ACC’s role in key human 
resource actions related to the CAE. 
 

 Recommendation:  The ACC charter should be revised to include the ACC’s role and 
responsibilities regarding the appointment, removal, and remuneration of the CAE. 

 
2. Internal quality assurance efforts were not formally communicated to the board. 

 
 IIA Standard 1300 - Quality Assurance and Improvement Program states, “the chief audit 

executive must develop and maintain a quality assurance and improvement program (QAIP) 
which covers all aspects of the internal audit activity.  A quality assurance and improvement 
program is designed to enable an evaluation of the internal audit activity’s conformance with the 
Standards and an evaluation of whether internal auditors apply the Code of Ethics.  The program 
also assesses the efficiency and effectiveness of the internal audit activity and identifies 
opportunities for improvement.  The chief audit executive should encourage board oversight in 
the quality assurance and improvement program.” 
 
Many of Audit’s QAIP efforts are embedded within the internal audit activity and all its 
operations.  Quality assurance checklists are used by project leads and project managers to ensure 
conformance with IIA Standards, and key performance metrics are monitored throughout the  
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 EFFICIENCY AND EFFECTIVENESS 
 project’s life cycle.  A new audit closure checklist and performance scorecard were recently 

developed and customer feedback surveys were reignited.  In addition, Audit leadership identifies 
areas for continuous improvement annually, which are tracked through to completion. 
 
While QAIP efforts are on-going and communicated less formally, more formal communication 
of these efforts to the ACC will assist in demonstrating board oversight. 
 

 Recommendation:  Audit should formally communicate the QAIP results to the ACC at 
least annually. 
 

3. Strategic planning efforts were not formally consolidated into a specific internal audit 
strategic plan. 

 
 IIA Standard 2000 - Managing the Internal Audit Activity states, “The chief audit executive must 

effectively manage the internal audit activity to ensure it adds value to the organization...  The 
internal audit activity adds value to the organization and its stakeholders when it considers 
strategies, objectives, and risks; strives to offer ways to enhance governance, risk management, 
and control processes; and objectively provides relevant assurance.” 
 
After studying the organization’s strategic plan, reviewing risk assessments, meeting with senior 
management and the board, and conducting strategic workshops with Audit team members, the 
CAE develops an internal audit strategy and approach that aligns with the goals and expectations 
of the organization’s leadership.  This information is used by the CAE to develop a work plan 
that includes:  a list of proposed audit and consulting engagements; rationale for selecting each 
proposed engagement; objectives and scope of each proposed engagement; and a list of initiatives 
or projects that result from the internal audit strategy, but may not be directly related to an audit 
engagement. 
 
While Audit formally produces a two-year work plan, documentation of the department’s internal 
strategic planning efforts and QAIP initiatives are not formally consolidated into a specific 
internal audit strategic plan.  Formally consolidating these efforts will assist the department in 
demonstrating how their internal efforts are aligned with the organization’s strategy, as well as 
assist in communicating Audit’s vision, mission, and future resource needs. 
 

 Recommendation:  Audit should formally consolidate strategic planning and QAIP 
efforts into a specific internal audit strategic plan. 
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